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1 Product Introduction
1.1 Product overview

SheRink industrial Router is based on industrial grade design, built-in high-powered 32bit
MIPS processor, and multi-band 4G/3G communication module, support WCDMA,HSPA+, 4G
FDD/TDD etc., provide quick and convenient internet access or private network transmission to
customer, provide wire-line network or wireless WLAN share high speed access, meanwhile,
customized high security VPN (Open VPN, [PSec, SSL), to construct safe channel, widely used in
financial, electric power, environment, oil, transportation, security, etc..

SheRink industrial series router provide GUI, optional CLI configuration interface, customer
can configure by IE explore or Telnet/SSH, various configuration method, concise and friendly
interface make configuring and managing of all router terminal easier ,meanwhile, SheRink provide
M2M terminal management platform to manage all router terminal with remote management. User
can monitor all terminals which connected to platform successfully by this platform, provide long-
distance control, parameter configuration, and long-distance upgrade service.

1.2 Model introduction

SheRink industrial grade router series have single module / single SIM card, single module
/ double SIM card, double module / double SIM card design, support multi-band frequency WCDMA,
HSPA+, 4G FDD/TDD etc., and downward compatibility to GPRS, EDGE, CDMA 1x, etc., optional GPS
module Expansion positioning function, to suit different requirement and different network
environment of different operators. Our Router series have many model for option, below is the
product model indications in detail.

Model 4G 3G Interface | WiFi 4G
FDD HSPA+/HSPA/HSDPA 1XLAN

RIL1H 2600/2100/1900/1800/900/800MHz | 850/900/1900/2100MHz 1xRS-232 | No Yes

RILI FDD HSPA+/HSPA/HSDPA 1XLAN No | Yes
2600/2100/1800/900/800MHz 800/850/900/1900/2100MHz | 1xRS-232

RILLF FDD:1800/2100/2600MHz HSPA+/HSPA/HSDPA 1XLAN No | Ves
TDD-1900/2300/2600MHz 2100/1900/850/900MHz 1XRS-232

DC-HSPA+/HSPA/HSDPA 1xLAN

RIL1IH2 | FDD:700/850/1700/1900MHz D =D N sy | No | Yes
RIL1-H : HSPA+ 2100/1900/850MHz | <800 | No | No
RIS ] 00/ 1900/900/B50MHz Rs232 | No | Mo
| e T I I
| I T I
RILIE : EVDO 800MHz Ny | No | No




1.3 Product Appearance

Table 1-1 SheRink Router Appearance

Series R1 R2 R20 RS2
Appearance
IXLAN 2xLAN/1xLAN+ 2xLLAN(deafult) + IxWAN, 4xL AN + single
Ports 1xRS-232/RS485 IxXWAN dual SIM GPS, | module / dual SIM or dual
GPS or WLAN WLAN module / dual SIM
Product . Dual-port WiFi Multi-port WiFi Multi- functional WiFi
Single port router
category router router router

1.4 Typical Application Diagram

SheRink 4G/3G Router widely used in Telecom, economic, advertisement, traffic,
environment protection business area. For example, in economic area, R100 Series Router connect
server by IPSec & GRE to ensure data security, tiny design makes it could installed into ATM machine.
All these technology ensured safe and reliable data transmission, and minimize the probability of
network disconnection, and maximize the usability of economic business like ATM, POS .etc.

M2M management Platform

Se¥-serivce Parcel Locker

Router

-

N Mzgm ~k
managemeant
Plagorm Data Centra Sever

RTUPLC

Figure 1-1 Network Topology



SheRink industrial router is based on mobile wireless public network or private network,
build wireless data channel in mature network, to lower down the cost of wireless data transmission
and technique.

1.5 Features

- Various cellular module optional, LTE/HSPA+/EVDO/CDMA2000 optional

- Support virtual data and private network (APN/VPDN)

- Optional support RS-232/RS-485 interface data transparent transmission and protocol conversion

- Support on-demand dialing, include timing on/off-line, voice or SMS control on/off-line, data trigger
online or link idle offline

- Support TCP/IP protocol stack, support Telnet, HTTP, SNMP, PPP, PPPoE, etc., network protocol

- Support VPN (Client PPTP), L2TP,optional support Open VPN, IPSec, HTTPs, SSH, advanced VPN
function

- Provide friendly user interface, use normal web internet explorer to easily configure and manage,
long-distance configure Telnet/SSH.

- Optional IPv6 protocol stack
- Optional support M2M terminal management platform

- WDT watchdog design, keep system stable

2 Hardware Installation

This chapter is mainly for installation introduction, there would be some difference between the
scheme and real object. But the difference doesn’t have any influence to products performance.

2.1 Panel

Table 1-1 R1 —Structure



R1 series

[E = i)

Ll SRy

Front
V+ V- GND Fg( Fé LAN
Reat IEEEEE] © DEA%

RST

There are some different for Antenna interface and indicator light for the expanded GPS series.

Table 2-1 Router Interface

Port Instruction

USIM Plug type SIM Slot, support 1.8/3V/5V automatic
detection

Main 4G/3G antenna, SMA connector, 50Q

Port Instruction

Aux/GPS 4G Aux Antenna or GPS Antenna, SMA connector,
50Q

LAN 10/100Base-TX, MDI/MDIX self-adaption,

RST Reset button,(press on button 5 seconds)

PWR Power connector

COM Three pins serial port, suitable for collection device

with RS-232 or RS-485 interface, for wireless data
transmission.




2.2 LED Status

silk-screen | color status Indication
Green Strong Signal
Orange Normal Signal
NET Red Weak Signal
Solid light Connected 4G successfully
Blinking Dialing
quickly(0.5s)
Green Solid light Connected
LAN Green Blinking Data Sending
Green | park Not connected
PWR Green | solid light Router OS is running.

2.3 Dimension

Table 2-2 Router LED indictor Status

78.5

Figure 2-2 R1 Series Router Dimension Figure
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2.4 How to Install
2.4.1 SIM/UIM card install
If use dual SIM/UIM card router, you may need insert dual SIM before configure it. After installation,

please follow below steps to connect the router.

11l Before connecting, please disconnect any power resource of router

2.4.2 Ethernet Cable Connection

Use the Ethernet cable to connect the cellular Router to computer directly, or transit by a switch.

2.4.3 Serial Port Connection
If you want to connect the router via serial port to laptop or other devices, you should prepare a

serial port, this cable is optional. One end connect to computer serial port, the other end connects
the RX/TX and GND of the router

11l Before connecting, please disconnect any power resource of router

2.4.4 Power Supply

In order to get high reliability, SheRink Series Router adapt supports wide voltage input
range: +7.5V~+32VDC, support hot plug and complex application environment.

2.4.5 Review
After insert the SIM/UIM card, connect Ethernet cable and necessary antenna, connect

power cable.

I Please connect the antenna before connect the power cable, otherwise the signal
maybe poor because of impedance mismatching.

Notice:

Step 1 Check antenna connection.

Step 2 Check SIM/UIM card, confirm SIM/UIM card is available.

Step 3 Power on the industrial Router



3. Router Configuration

This Chapter introduces the parameter configuration of the router, the router can be configured via
IE, Firefox, or Chrome.

3.1 Local Configure

The router supports to be configured by local Ethernet port, you could specify a static IP or DHCP get
IP for your computer. The default IP address is 192.168.1.1, subnet mask is 255.255.255.0, please
refer to followings:

Step 1 Click “start > control panel”, find “Network Connections” icon and double click it to enter,
select “Local Area Connection” corresponding to the network card on this page. Refer to the figure
below.

J Back \_) 1? )__j Search [l Folders ~r

Address 'e'; Metwork Connections

~ Connected, Firewalled

a
_ Local Area Connection

. §

| Bialiled, Firgiolied

>

Network Tasks

I5] Create a new connection

3 Set up a home or small
office network,

& Change Windows Firewall
settings

Figure 3-3 Network Connection

Step 2 Obtain a IP address automatically or set up IP address,192.168.1.xxx(XXX can be any number
between 2~254)

Step 3 Run an Internet Explorer and visit “http://192.168.1.1/”, to enter identify page. User should
use the default user name and password when log in for the first time



i

[

b
£

User name:

Fassword:

Connect to 11‘.1 68.8.1

| €7 admin |:]
=i |

Remember my password

| ok ][ Cancel

3.2 Basic Configuration

Figure 3-4 User Identify Interface

Different software version has different web configuration interface, below take WL-R100 as
example. After access the WEB interface, you can check the current status of Router, or modify
router configuration via web interface, below is the introduction for the common setting.

Device List
Basic Network
Advanced Network
Firewall
VPN Tunnel
Administration
Debugging

Logout

System Status

Router Name
Hardware Verion

Firmware Version

Router Time
Uptime
Total / Free Memory

Internet Status

Connection Type
MAC Address
Modem IMEL
Modem Status

Cellular ISP
Cellular Network
USIM Status
csQ

1P Address

Subnet Mask
Gateway

DNS

Connection 5tatus
Connection Uptime

Router

Router4.2.2.3

Tue, 29 Mar 2016 20:40:06 +0800 Clock Sync.

00:01:36
60.08 MB / 53.55 MB (89.14%)

Cellular Network
00:90:4C:06:50:2E
864881021779259
Ready
"CHN-UNICOM"
"WCDMA"

Ready

g.

10.232.200.48
255.255.255.255
10.64.64.64
210.21.196.6:53, 221.5.88.88:53
Connected
00:00:45
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3.2.1 Cellular Network Configure

according to the application.

Step 1 Single Click Basic Network-> Cellular, you can modify relevant parameter

Cellular Settings

Cellular Network
Type

DDNS ICMP Check
Routing
Advanced Cellular Traffic
Network Check
Frewall Connect Mode
VPN Tunnel CIMI Send to
Administration
Debugging SMS Code
Logout PIN Code
Operator Lock
Dial Number
Mode
APN
User
Password
Auth Type

MU7095:\WCDMASHSP A+

Keep Alive(Auto-Online) ¥

ex46001
*00%
Auto ¥
3GNET
CARD
eeee
Auto ¥

Local IP Address

Save

Figure 3-1 Cellular Settings GUI

Table 3-1 Cellular Setting Parameter Instruction

Cancel

Parameter

Instruction

ICMP check

To enable or disable ICMP check rules. Enable the ICMP check
and setup a reachable IP address as destination IP. Once
ICMP check failed, router will reconnect/reboot system as
optional..

Cellular Traffic Check

There is Rx/Tx as options. Once no Rx/Tx data, router will
router will reconnect/reboot system as options.

Connect Mode

® Keep alive (Auto-online).The router will automatically
connect 3G/4G network and keep online.

® Connect On Demand. ldle offline if no data from LAN to
3G/4G within defined time.

11



Parameter Instruction

® Schedule, Define online and offline time. This function
need to enable NTP function,

® Call/SMS Triggered. Call/SMS trigger router online.
® Manually. Connect 3G/4G network by manual.

CIMI Send Send CIMI to defined IP and port by TCP protocol.

SMS Code SMS identifying code. Router just identifies the unique code to
implement SMS command.

PIN Code Unlock the SIM PIN code.

Operator Lock Lock operators via MCC/MNC

Service Code The default service code as *99#.

APN APN, provided by local ISP, usually CDMA/EVDO network do
not need this parameter.

User SIM card user name is provided by ISP

Password SIM card password is provided by ISP

Auth Type Support PAP/Chap/MS-Chap/MS-Chapv2

Local IP Add Defined SIM IP from operator.

ICMP Check

Enable ICMP, Router will automatically check whether the defined IP address is reachable per 60s. If
the IP address is unreachable and ICMP check is timeout AT the first time, it will check 2 times every
3 seconds. If the third time is still failed, the router will redial.

The ICMP Check IP is a public IP or company server IP address.

ICMP Check L4
Check 1P 8.8.8.8

Check IP (Optional) 4.4.4.4

Interval 60 (secomnds)
Retries 3 { Times,)
Fail Action Reboot Systemn A

Cellular Traffic Check
[Check Mode] there are Rx(Receive), Tx(Transmission) and Rx/Tx check modes. [Rx] Router will

check the 3G/LTE cellular receiver traffic. If no receiver traffic within the defined check interval, the
router will implement the specified action reconnect or reboot.

12



Cellular Traffic Check |

Check Mode Rax v
Check Interval 10 (minutes )Range: 1 ~ 1440
Fail Action Cellular Reconnect ¥

Step 2 After Setting, please click “save” icon.
3.2.2 LAN Setting

Step 1 Single Click “ Basic Network>LAN” to enter below interface

LAN

Cellufar Router IP Address 102.168.1.1

LAN

Subnet Mask 255.255.255.0

DDNS

Roiting DHCP Server L2
Advanced Network 1P Pool 192.168.1.2 -1192,168.1.53 (52)
Frewall Lease 1440 (minutes)
VPN Tunnel
Administration
Debugging
Logout

Save Cancel
Figure 3-2 LAN Setting GUI
Table 3-2 LAN Setting Instruction

Parameter Instruction
Router IP Address | Router IP address, default IP is 192.168.1.1
Subnet Mask Router subnet mask, default mask is 255.255.255.0
DHCP Dynamic allocation IP service, after enable, it will show the

IP address range and options of lease

IP Address Range | IP address range within LAN

Lease The valid time

Step 2 After setting, please click “save” to finish, the device will reboot.



3.2.3 Dynamic DNS Setting

Step 1 Single click “Basic Network->DDNS to enter the DDNS setting GUI.

Status Dynamic DNS
Cellufar IP Address Use WAN IP Address 10.232.200.48 (recommended) ¥
EAR Auto refresh every 5 minutes (0 = Disabled)
DDNS
Routing
Advanced Network Dynamic DNS 1
Firewall
VPH Tunnel _— = =
Administration
Debugging
ot Dynamic DNS 2
Service None T
Save Cancel
Figure 3-3 Dynamic DNS Setting
Table 3-3 DDNS Setting Instruction
parameter Instruction
Default is standard DDNS protocol, for customized protocol, please
IP Address P ' P P

contact WIlink engineer. Usually, use default IP 0.0.0.0

Auto refresh
time

Set the interval of the DDNS client obtains new IP, suggest 240s or
above

Service
provider

Select the DDNS service provider that listed.

Step 2 Please Click “Save” to finish.

14



3.2.4 Routing Setting

Step 1 Single click “Basic Network->Routing to enter the DDNS setting GUI.

Status

Basic Network
Cellular
LAN

Routing
Advanced Network
Firewall
VPN Tunnel
Debugging

Logout

Current Routing Table

Destination Gateway / Hext Hop Subnet Mask Wetric Interface

10.B4.64. 64 * 295, 255, 255. 255 1} ppel (HAH)

192, 188.1.0 * 255.255.255.0 a brD (LAN)

127.0.0.0 * 255.0.0.0 i} 1o

default 10. B4, B4. B4 0.0.0.0 0 pro0 (HAI)

Static Routing Table

Destination Gateway Subnet Hask Hetrie Interface Deseription

| i

Add

Miscellaneous
Mode Gateway ¥
RIPv1 & v2 Disabled ¥
Efficient Multicast
Forwarding
DHCP Routes L4

Spanning-Tree Protocol

Save Cancel

Figure 3-4 Routing Setting

Table 3-4 Routing Setting Instruction

Parameter Instruction
Destination Router can reach the destination IP address.
Gateway Next hop IP address which the router will reach

Subnet Mask

Subnet mask for destination IP address

Metrics are used to determine whether one particular route should

Metric be chosen over another.
Interface Interface from router to gateway.
Description Describe this routing name.

15



Step 2 Please Click “ Save “ to finish.

3.3 Advanced Network Setting
3.3.1 Port Forwarding

Step 1 Please click “Advanced Network > Port Forwarding” to enter the GUI, you may modify the
router name, Host name and Domain name according to the application requirement.

PortForwarding
On Proto Src Address Ext Ports ::::l. Int Address Description A
Port Forwarding ju3 1000, 2000 192.165.1.2 ex: 1000 and 2000
Port Redirect 1000~ :
0 irecting Both 2000, 3000 192, 168, 1,2 ex: 1000 to 2000, and 3000
DMZ Both 1.1.1.0/24 1000-2000 192.188.1.2 ex: 1000 to 2000, restzicted %
‘Triggered ICF 1000 2000 192 188.1.2 ex: different internal port
Serial App. ¢ | TCP v
UPNP/NAT-PMP Add
Bandwidth Limiter
VRRP
Static DHCP « Src Address (optional) - Forward only if from this address. ex: "1.2.3.4", "1.2.3.4 - 2.3.4.5", "1.2.3.0/24", "me.ecample.com”.
= + Ext Ports - The ports to be forwarded, as seen from the WAN. ex: "2345", "200,300", "200-300,400".
Firewall = Int Port (optional) - .The destination port inside the LAN. If blank, the destination port is the same as £t Posts. Only one port per
entry is supported when forwarding to a different intemal port..
VPN Tunnel « Int Address -The destination address inside the LAN.

Administration
Debugging

save Cancel
Figure 3-5 Port Forwarding GUI
Table 3-5 “Port Forwarding” Instruction
Parameter Instruction
Protocol Support UDP, TCP, both UDP and TCP
Src. Address Source |IP address. Forward only if from this address.
Ext. Ports External ports. The ports to be forwarded, as seen from the
WAN.
Int. Port Internal port. The destination port inside the LAN. If blank,

the destination port is the same as Ext Ports. Only one port
per entry is supported when forwarding to a different
internal port.

Int. Address Internal Address. The destination address inside the LAN.

Description Remark the rule

16



Step 2 Please click “save” to finish
----End

3.3.2 Port Redirecting

Step 1 Please click “Advanced Network > Port Redirecting” to enter the GUI, you may modify the

router name, Host name and Domain name according to the application requirement.

Status PortRedirecting
Basic Network
t_l: Prato Int Fort Dst Address Ext Port Description
TP v

Port Forwarding

Port Redirecting
DMz
Triggered
Semal App.
UPnP/NAT-PMP
Bandwidth Limiter
VRRP
Static DHCP
Firewall
VPN Tunnel
Administration
Debugging

Figure 3-6 Port Forwarding GUI

Table 3-6 “Port Redirecting” Instruction

Add

Cancel

Parameter Instruction
Protocol Support UDP, TCP, both UDP and TCP
Int Port Internal port.

Dst. Address The redirecting IP address.

Ext. Ports External port for redirection.

Description Remark the rule

Step 2 Please click “save” to finish

--End

17



3.3.3 DMZ Setting
Step 1 Please click “Advanced Network> DMZ” to check or modify the relevant parameter.

Status DMZ
Basic Network
Advanced Network Enable DMZ

Port Forwardin

L Internel Address 192.168.1.0
Port Redirecting
Bz Source Address
Restriction (optional; ea "1.1.1.1", "1.1.1.0/24", "1.1.1.1 - 2.2.2.2" or "me.example.com”)
Triggered
Serial App.
il Leave Remote Access (Redirect remote access ports for SSH and HTTP(s) to router)

UPnP/NAT-PMP

Bandwidth Limiter

VRRP

Static DHCP
Frewall
VPN Tunnel
Administration
Debugging

Logout

Save Cancel
Figure 3-7 Port Redirecting GUI
Table 3-7 “DMZ” Instruction
parameter Instruction
Destination The destination address inside the LAN.
Address
Source If no IP address inside, it will allow all IP address to access.
Address

If define IP address, it will just allow the defined IP address
Restriction to access.

Leave Remote
Access

Step 2 Please click “save” to finish

--End

18



3.3.4 IP Passthrough Setting
Step 1 Please click “Advanced Network> IP Passthrough” to check or modify the relevant parameter.

IP Passthrough

Enabled )
MAC Address 34:00:09:AC:52:23
Gateway

Port Forwarding
Port Redirecting
DMZ

IP Passthrough
Triggered
Captive Portal

Serial App.
UPnP/NAT-PMP
Bandwidth Control
VRRP
Static DHCP
Frewall
VPN Tunnel
Administration
Debugging

Save Cancel
Figure 3-8 IP Passthrough GUI

Table 3-8 “IP Passthrough” Instruction

Instruction

Enable Enable IP Passthrough

MAC Address Enable DHCP of device. Configure device Mac.
Device will be assigned SIM IP.

Gateway If router is connect to multiple device, input other device
gateway. The device might access to router GUI.

Step 2 Please click “save” to finish

—End

19



3.3.5 Triggered Setting

Step 1 Please click “Advanced Network> Triggered” to check or modify the relevant parameter.

Status Triggered Port Forwarding
Basic Network
On Frotoesl Trigger Forts Forvarded Forts Deseription
ICF 3000-4000 SO00-6000 ex: open S000-6000 if 3000-4000
Port Forwarding @ TP =
Port Redirecting
hdd

DMZ

Triggered

Serial App. « (200-300).

UPNP/NAT-PMP

Bandwidth Limiter

VRRP

Static DHCP
Firewall
VPN Tunnel
Administration
Debugging

Logout

= Thesa ports are automatically closed after a few minutes of inactivity.

Save

Figure 3-9 Triggered GUI

Table 3-9 “Triggered” Instruction

Cancel

parameter

Instruction

Protocol

Support UDP, TCP, both UDP and TCP

Triggered Ports

Trigger Ports are the initial LAN to WAN "trigger".

Transferred Forwarded Ports are the WAN to LAN ports that are
Ports opened if the "trigger" is activated.
Note Port triggering opens an incoming port when your

computer is using a specified outgoing port for specific
traffic.

Step 2 Please click “save” to finish.

--End



3.3.6 Serial App. Setting

Step 1 Please click “Advanced Network> Serial App” to check or modify the relevant parameter.

Status

Basic Network

Advanced Network
Port Forwarding

Port Redirecting
DMZ
Triggered
Serial App.
UPNP/NAT-PMP
Bandwidth Limiter
VRRP
Static DHCP
Firewall
VPN Tunned
Administration
Debugging

Logout

Serial to TCP/IP
Serial to TCP/IPMode Client b
Server IP/Port B8.88.8 140002
;40003
Socket Type TP ¥
Socket Timeout 500 (milliseconds)
Serial Timeout 500 (milliseconds)
Paket Payload 1024 (bytes)
Heart-Beat Content
Heart-Beat Interval 2 (seconds)
Baud Rate 115200 v
Parity Bit none ¥
Data Bit B v
Stop Bit 1w
Save
Figure 3-10 Serial App Setting GUI
Table 3-10 “Serial App” Instruction
Parameter Instruction

Serial to TC/IP
mode

Support Disable, Server and Client mode. Such as Client.

Server IP/Port

IP address and domain name are acceptable for Server IP

Socket Type

Support TCP/UDP protocol

Socket Timeout

Router will wait the setting time to transmit data to serial
port.

Serial Timeout

Serial Timeout is the waiting time for transmitting the data
package that is less the Packet payload. If the last package
equals to the Packet payload, Serial port  will transmit it
immediately. The default setting is 500ms.

Packet payload | Packet payload is the maximum transmission length for
serial port data packet. The default setting is 1024bytes.

Heart-beat Send heart beat to the defined server to keep router online.

Content Meantime, it's convenient to monitor router from server.

Heart beat Heart beat interval time

Interval

Baud Rate 115200 as default

Parity Bit None as default

Data Bit 8bit as default

Stop Bit 1bit as default

Cancei

21



Serial port connection

PINs DB9(male)
V+
V-
GND 5
RX 3
TX 2

Step 2 Please click “save” to finish.
----End
3.3.7 UPnp/NAT-PMP Setting

Step 1 Please click “Advanced Network> Upnp/NAT-PMP” to check or modify the relevant parameter.

Status Forwarded Ports
Basic Network
Advanced Betwork Ext Ports Int Port i::::::l A Protocol Description

Port Forwarding Refresh

Port Redirecting

DMz Settings

Triggered

sl Enable UPnP

UPnP/NAT-PMP

Enable NAT-PMP 4]

Bandwidth Limiter

VRRD Inactive Rules Cleaning

Static DHCP Cleaning Interval 600 seconds
Firewall Cleaning Threshold 20 redirections
VPN Tunnel

o Secure Mode #| when enabled, UPnP clients are allowed to add mappings only to their IP)
Administration
Debuggi
i Show In My Network
Places
Logout
Save Cancel

Figure 3-11 UPnp/NAT-PMP Setting GUI

Step 2 Please click ”save” to finish.

---End

22



3.3.8 Bandwidth Control Setting

Step 1 Please click “Advanced Network> Bandwidth Control” to check or modify the relevant
parameter.

Status Bandwidth Control
Basic Network

ikt Enable Control
Advanced Network

Port Forwarding
Port Redirecting
DMZ

P Passthrough
Trggered
Captive Portal Default Class
Seral App.

UPnP/NAT-PMP Enable Default Class
Bandwidth Control

VRRP

Static DHCP

IP | IP Bange | MAC Address DiRate DLCeil ViRate ViCeil Priority
Normal v

Add

Firewall

VPN Tunnel
Administration
Debugging

Logout

Save Cancel

Figure 3-12 Bandwidth Control Setting GUI

Step 2 Please click “save” to finish.
---End

3.3.9 VRRP Setting

Step 1 Please click “Advanced Network> Static DHCP” to check or modify the relevant parameter.

Status VRRP
Basic Network
Advanced Network Enable VRRP =
Port Forwardin
g Mode Backup ¥
Port Redirecting
DMZ Virtual IP 192.168.1.3
Triggered Virtual Router ID
Serial App. Priority 100
UPnP/NAT-PMP Authentication
Bandwidth Limiter e ey
ipt Type fault ¥
VRRP
Static DHCP Chedk Interval 3
Firewall Weight 10

VPN Tunnel
Administration
Debugging

Logout

Save Cancel

23



Step 2 Please click “save” to finish.
---End
3.3.10 Static DHCP Setting

Step 1 Please click “Advanced Network> Static DHCP” to check or modify the relevant parameter.

Status Static DHCP

Basic Network

Advanced Network
Port Forwarding
Port Redirecting
DMZ

WAC Address IF Address Hostname A Description

00:00:00:00:00:00
00:00:00:00:00:00

192.168.1.2

Add

Tnggered

Serial App.
UPRP/NAT-PMP
Bandwidth Limiter
VRRP

Firewail
VPN Tunnel
Administration

Debugging

Logout

Save Cancel

Figure 3-14 Static DHCP Setting GUI

Step 2 Please click ”save” to finish.

---End
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3.4 Firewall

3.4.1 IP/URL Filtering

Step 1 Please click “Firewall> IP/URL Filtering” to check or modify the relevant parameter.

Status IP/MAC/Port Filtering
Basic Network
On Srec EAC Sre IP Dst IP Protocol Src Port Dst Port Policy Description
by L y v Y
Advanced Retwark NONE Acce
A i Add
IP/URL Filtering
Dorman Fitering Key Word Filtering
VESY F et On Eey Word Description
Administration 7
Debugging Add
Logout
URL Filtering
On WEL Description
L4l
Add
Access Filtering
On Src EAC Sre IP Dst IP Protocol Srec Port Dst Port Policy Description
T NONE ~* Acce ¥
Add
Save Cancel
Table 3-11 “IP/URL Filtering” Instruction
Parameter Instruction
IP/IMAC/Port Support IP address, MAC address and port filter.
Filtering Accept/Drop options for filter policy.
Key Word Support key word filter.
Filtering
URL Filtering Support URL filter.
Access Filtering | Support Access Filter.

Step 2 Please click ”save” to finish.

---End
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3.4.2 Domain Filtering

Step 1 Please click “Firewall> Domain Filtering” to check or modify the relevant parameter.

Status Domain Filtering
Basic Network
Advanced Network on &
o Default Policy Black List v
1P{URL Filtering
Domain Filtering
VPN Tunnel On Domain Description
Administration 4
Debugging hdd

Logout

Save Cancel

Figure 3-15 Domain Filtering Setting GUI

Table 3-12 “GRE” Instruction

Parameter Instruction

Default Policy Support black list and white list

Local IP Local IP address for LAN.
Address
Domain Support Domain filter.

Step 2 Please click “save” to finish.
---End

3.5 VPN Tunnel

3.5.1 GRE Setting

Step 1 Please click “VPN Tunnel> GRE” to check or modify the relevant parameter.

Status GRE Tunnel
Basic Network
WLAN

Advanced Network
Firewall

VPN Tunnel
GRE GRE Route

On IDX A Tonnel Address Tunnel Source  Tunnel Destination FKeepalive Interval Betries Description
@ i

Add

OpenVPN Client On  Tunnel Index A Destination Address Description
PPTP/L2TP Clent @

PSec
Administration
Debugging

1 v

hdd

Logout

Save Cancel



Table 3-13 “GRE” Instruction

Instruction

IDE

GRE tunnel number

Tunnel Address

GRE Tunnel local IP address which is a virtual IP
address.

Tunnel Source

Router’'s 3G/WAN |P address.

Tunnel Destination

GRE Remote IP address. Usually a public IP address

Keep alive GRE tunnel keep alive to keep GRE tunnel connection.

Interval Keep alive interval time.

Retries Keep alive retry times. After retry times, GRE tunnel
will be re-established.

Description

Step 1 Please click “save” to finish.

-—End

3.5.2 OpenVPN Client Setting

Step 1 Please click “VPN Tunnel> OpenVPN Client” to check or modify the relevant parameter.

Status OpenVPN Client
Basic Network :
WLAN =
"""" atL
Advanced Network =
ik Start with WAN
VPN Tunnel .
I T TUN *
2 nterface Type
OpenVPN Client Protocol Uupp v
PPTP/L2TP Cient Server Address/Port 1194
IPSec Firewall Automgtic ¥
Administration
Authorization Mode TLS v
Debugging
Username/Password
Authentication
HMAC authorization Disabled b

Create NAT on tunnel

Start Now

v

Save Cancel

Figure 3-17 OpenVPN Setting GUI
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Table 3-14 “OpenVPN” Instruction

Parameter

Instruction

Start with WAN

Enable the Openvpn feature for 4G/3G/WAN port.

Interface Type

Tap and Tun type are optional.
Tap is for bridge mode and Tunnel is for routing mode.

Protocol

UDP and TCP optional.

Server Address

The Openvpn server public IP address and port.

Firewall

Auto, External only and Custom are optional

Authorization Mode

TLS, Static key and Custom are optional.

User name/Password
Authentication

As the configuration requested.

HMAC authorization

As the configuration requested.

Create NAT on tunnel

Configure NAT in Openvpn tunnel.

Cancel

Status OpenVPN Client
Basic Network e
o § 1i7’-:-' Keys tati
Advanced Network
Frewall Poll Interval 0 (in minutes, 0 to disable)
VPN Tunnel Redirect Internet
GRE traffic
Accept DNS G
OpenVPH Client o= Disabled
PPTP/L2TP Client
4 ol Encryption cipher Use Default -
= Compressi Adaptive ¥
Administration e 2ptve
Debugging ;:ﬁeRenegotlahon -1 (in seconds, -1 for default)
Connection retry 30 (in seconds; -1 for infinite)
Verify server
certificate (tls-
remote)
Custom
Configuration
Start Now
Save
Parameter Instruction
Certificate Authority Keep certificate as the same as server

Client Certificate

Keep client certificate as the same as server

Client Key

Keep client key as the same as server
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Status
Basic Network
WLAN
Advanced Network
Firewall
VPN Tunnel

GRE

OpenVPHN Client

PPTP/L2TP Clent

PSec
Administration
Debugging

Logout

OpenVPN Client
[ Clent 2|

Advanced

Client 1

Basic

Client is not running or status could not be read.

Start Now

Keys

Save

Refrash Status

Cance

Parameter

Instruction

Status

Check Openvpn status and data statistics.

Step 1 Please click “save” to finish.

—End

3.5.3 VPN Client Setting

Step 1 Please click “VPN Tunnel> VPN Client” to check or modify the relevant parameter.

Status
Basic Network
WLAN
Advanced Network
Firewall
VPN Tunnel
GRE
OpenVPN Client
PPTP/L2TP Clent
IPSec
Administration
Debugging

L2TP/PPTP Basic

On A Protocel Hame Server

AT R

L2TP Advanced

On A Fame Accept DES NIU  ERU
~ NO v

PPTP Advanced

Dok Hame Accept DES NTU  NEU
< NO v

SCHEDULE

On A Hame 1 Home 2 Policy
< FAILOVER

v

Username Password

Tunnel Auth Tunnel Password

NFPE NPPE Stateful Custom Options

Description

Route

Custom Options

Save

Firewall e Local IP

Add

Add

Add

Add

Cancel
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Table 3-15 “PPTP/L2TP Basic” Instruction

parameter Instruction

On VPN enable

Protocol VPN Mode for PPTP and L2TP
Name VPN Tunnel name

Server Address

VPN Server IP address.

User name As the configuration requested.
Password As the configuration requested.
Firewall Firewall For VPN Tunnel
Local IP Defined Local IP address for tunnel
Table 3-16 “L2TP Advanced” Instruction
On L2TP Advanced enable
Name L2TP Tunnel name
Accept DNS As the configuration requested.
MTU MTU is 1450bytes as default
MRU MRU is 1450bytes as default
Tunnel Auth L2TP authentication Optional as the configuration
requested.
Tunnel As the configuration requested.
Password
Custom As the configuration requested.
Options
Table 3-17 “PPTP Advanced” Instruction
On PPTP Advanced enable
Name PPTP Tunnel name
Accept DNS As the configuration requested.
MTU MTU is 1450bytes as default
MRU MRU is 1450bytes as default
MPPE As the configuration requested

MPPE Stateful

As the configuration requested

Customs

As the configuration requested
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Table 3-18 “SCHEDULE” Instruction

On VPN SCHEDULE feature enable

Name1 VPN tunnel name

Name2 VPN tunnel name

Policy Support VPN tunnel backup and failover modes optional
Description As the configuration requested

Step 1 Please click ”save” to finish.

---End

3.5.4 IPSec Setting

Status
Basic Network
WILAN
Adivanced Network
Firewall
VPN Tunnel
GRE
VPN Client
IPSec
Administration
Debugging

Logout

IPSEC

Advanced Setup

Group Setup

Enable IPSec

1PSec Extensions Mormal =
Local Security Gateway
Interface 36 Cellular ¥
Local Security Group

Subnet/Netmask 192.168.1.0/24

ex. 192.168.1.0/24

Local Security
Firewalling

Remote Security
Gateway IP/Domain

Remote Security Group
Netmask

Subnet/ 10.0.0.0/24

ex. 192.168.88.0/24

Remote Security
Firewalling

Save

Cancel
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3.5.4.1 IPSec Group Setup

Step 1 Please click “IPSec> Group Setup” to check or modify the relevant parameter.

Status IPSEC
el | esic1 |
I
WLAN
Group Setup . Advanced Setur
Advanced Network
Firewall Enable IPSec
VPN Tunnel
IPSec Extensions Normal "
GRE
VPN Client Local Security Gateway 3G Cellular v

Interface

IPSec
Administration

Debugging

Logout

Local Security Group
Subnet/Netmask

Remote Security Group

192.168.1.0/24 ex. 192.168.1.0/24

Local Security
Firewalling

Remote Security
Gateway IP/Domain

Subnet/ 10.0.0.0/24 ex. 192.168.88.0/24

Remote Security

Firewalling

Save Cancel
Table 3-1 “ IPSec Group Setup” Instruction

parameter Instruction
IPSec Support Standard IPSec, GRE over IPSec, L2TP over
Extensions IPSec
Local Security | Defined the IPSec security interface
Interface
Local IPSec local subnet and mask.
Subnet/Mask
Local Firewall Forwarding-firewalling for Local subnet
Remote IPsec peer IP address/domain name.
IP/Domain
Remote IPSec remote subnet and mask.
Subnet/Mask
Remote Forwarding-firewalling for Remote subnet
Firewall

Step 2 Please click ”save” to finish.
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3.5.4.2 IPSec Basic Setup

Step 1 Please click “IPSec >Basic Setup ” to check or modify the relevant parameter.

Status IPSEC
e |_wsic: I
IPSEC 2
WLAN
o = o Group Setup Advanced Setup
vanced Netw:
eyl Keying Mode IKE with Preshared Key
VPN Tunnel
e Phase 1 DH Group Group 2 - modpl1024 ¥
VPN Client Phase 1 Encryption 3DES (168-hit) v
IPSec Phase 1 Authentication MD5 HMAC (96-bit) v

Administration

Debugging

Logout

Phase 1 SA Life Time

Phase 2 DH Group
Phase 2 Encryption
Phase 2 Authentication
Phase 2 SA Life Time

28800 seconds

Group 2 - modpl024 v
3DES (168-bit) v
MDS HMAC (96-bit) b

3600 seconds

Authentication

Preshared Key
Save
Table 3-2 “ IPSec Basic Setup” Instruction
parameter Instruction
Keying Mode IKE preshared key
Phase 1 DH Select Group1, Group2, Group5 from list. It must be
Group matched to remote IPSec setting.
Phase 1 Support 3DES, AES-128, AES-192, AES-256
Encryption
Phase 1 Support HASH MDS and SHA

Phase 1 SA IPSec Phase 1 SA lifetime

Life Time

Phase 2 DH Select Group1, Group2, Group5 from list. It must be
Group matched to remote IPSec setting.

Phase 2 Support 3DES, AES-128, AES-192, AES-256
Encryption

Phase 2 Support HASH MD5 and SHA

Authentication

Phase 2 SA IPSec Phase 2 SA lifetime

Life Time

Preshared Key

Preshared Key

Step 2 Please click “save” to finish.

Cancel
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3.5.4.3 IPSec Advanced Setup

Step 1 Please click “IPSec >Advanced Setup ” to check or modify the relevant parameter.

Firewall

VPN Tunnel
GRE
VPN Client
1PSec

Administration

Debugging

Logout

ICMP Check
IPSec Custom Options
1

Aggressive Mode

Compress(IP Payload
Compression )

Dead Peer
Detection(DPD)

IPSec Custom Options
2
IPSec Custom Options
3

IPSec Custom Options
4

Save

Table 3-3 “ IPSec Advanced Setup” Instruction

parameter Instruction

Aggressive Default for main mode

Mode

ID Payload Enable ID Payload compress
Compress

DPD To enable DPD service
ICMP ICMP Check for IPSec tunnel

IPSec Custom
Options

IPSec advanced setting such as left/right ID.

Step 2 Please click “save” to finish.

—End

Cancel
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3.6 Administration
3.6.1 Identification Setting

Step 1 Please click “Administrator> Identification” to enter the GUI, you may modify the router
name, Host name and Domain name according to self-requirement.

Status Router Identification
Basic Network
Advanced Network Router Name Router
Hireswdall

Hostname Router
VPN Tunnel

Domain Name

Administration
Tdentification
Time
Admin Access
Scheduler Reboot
SHMP
M2M Settings
Configuration

Logging

Upgrade
Reboot...
Debugging

Legout

Save Cancel

Figure 3-2 Router Identification GUI

Table 3-4 “Router Identification” Instruction

Parameter Instruction
Router name Default is router, can be set maximum 32 character
Host name Default is router, can be set maximum 32 character

Domain name | Default is empty, support maximum up to 32 character, it is
the domain of WAN, no need to configure for most
application.

Step 2 Please click “save” to finish

--End
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3.6.2 Time Setting

Step 1 Please click “Administrator> time” to check or modify the relevant parameter.

Status Time
Basic Metwork
Advanced Network Router Time Sat, 01 Jan 2000 09:03:52 +0800  Clock Sync.
Firewall
VPN Tunnel Time Zone UTC+08:00 China, Hong Kong, Wesmem Australia, Singapore, Talwan ¥
Auta Daylight Savings
Identification Time
Tiime
Admin Access Auto Update Time Everyd Hours v
Schaduler Reboot T Connect Gn
ShNMP Demand
M2M Sethings NTP Time Server Asia r

Configuration

0.2s2.pool.ntp.org, 1.asa.pool.np.org 2.3553.p00l.ntn.arg

Save

Figure 3-3 System Configuration GUI

If the device is online but time update is fail, please try other NTP Time Server.

Step 2 Please click “save to finish.

-End

Canced
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3.6.3 Admin Access Setting

Step 1 Please click “Administrator>Admin” to check and modify relevant parameter. In this page, you
can configure the basic web parameter, make it more convenient for usage. Please note the
“password” is the router system account password.

Status WebAccess
Hasic Metwork
Advanond Network Local Access HTTP v
Firewall
HTTP Access Port B0
VPN Tunnel
H i v
Adlmindstration eoe e Do
Identification Allow Wireless Access -
Time
Admin Acoess Open Menus
Scheduler Reboot Status
ol Basic Netwaork
M2M Setfings
Configuration e
Foeing VPN Tunnel
Upgrade Advanced Network
Rebool... Administration
Debugging
Debugging
Logout
Password
Password SEEI

(re-enter to confirm) senrsasrne

Figure 3-4 Admin Setting GUI

Step 2 Please click save iron to finish the setting

—End
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3.6.4 Schedule Reboot Setting

Step 1 Please click “Administrator>Schedule Reboot” to check and modify relevant parameter.

Status Scheduler Reboot
Advanced Network Enabled
Frewall
Time 1:00 AM T
VPN Tunnel
Days Sun Mon Tue Wed Thi Fri Sat Everyday

Administration
Identification
Tirme
Admin Access
Scheduder Reboot
SHMmpe
2M Sethings

Configurabion

Logging

Upgrade

Reboot...
Debugging

Logout

Save Cancet

Figure 3-5 Scheduler Reboot Setting GUI

Step 2 Please click save iron to finish the setting

—End



3.6.5 SNMP Setting

Step 1 Please click “Administrator>SNMP” to check and modify relevant parameter.

Status SNMP Settings
Basic Network
Advanced Network Enable SNMP
Firewall
VPN Tunnel port 161
Adminestration
Remote Access
Identifiration
Time Allowed Remote
IP Address (optionaly ex: "1.1.1.17, "1.1.1.0/247, "1.1.1.1 -2.2.2.2" ")
Admin Access
Scheduler Reboot
Location routsr
SHMP
M2M Settings Contact admin@mouter
Configuration RO Community rocommunity

Logging

Upgrade

Reboot...
Debugging

Logout

Save Cancel

Figure 3-6 SNMP Setting GUI

Step 2 Please click save iron to finish the setting
----End
3.6.6 M2M Access Setting (Apply to M2M management platform installation application only)

Step 1 Please click “Administrator>M2M Access” to check and modify relevant parameter.

Status m2m
Basic Network
Advanced Network M2M Enabled
Frrewadl -
Fail Action Restart M2M v
VPN Tunnel
Administration Device ID
Identification
=5 M2M Server/Port
Admin Access Heartbeat Intval 10 {seconds)
Scheduler Reboot Heartbeat Retry 10 {Range:10-1000)

SNMP
MM Settings

Confipuration

Logging

Upgrade

Reboot....
Debugging

Logout

Save Cancal
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Step 2 Please click save iron to finish the setting

—End

3.6.7 Configuration Setting

Step 1 Please click “ Administration> Configuration ” to do the backup setting

Status Backup Configuration
Basc Network ~
etk z::w_Rnuta'-qzza_mr:usozd «£fg  Backup
Firewall
VPH Tunnel
Adonietration Restore Configuration

Identification
Selact the configuration file to restore:

Time ; &
BB | i Restore

Admin Access

Scheduler Reboot

ShMP

MM Settings Restore Default Configuration
Configuration Selact., ¥ | Save
Logping

Upgrade

Reboot..
Debugging Total [ Free NVRAM: 32.00 KB/ 14.11 KB {44.10%)

Logout

Figure 3-8 Backup and Restore Configuration GUI

Restore Default would lose all configuration information, please be careful.

Step 2 After setting the backup and restore configuration. The system will reboot automatically.

-End
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3.6.8 Logging Setting

Step 1 Please click “Administrator> Logging” to start the configuration, you can set the file path to

save the log (Local or remote sever).

Status Syslog
Basic Network
Advanced Retwork Log Internally 2
i Log To Remote System
VPN Tunnel
Admin Hion Generate Marker Every 1 HMour v
Identification Limit &0 {rmessages per minute [ 0 for unlimited)

Tiries

Admin Access
Scheduler Reboot
SHMP

M2M Setiings

Configuration
Logaing
Upgrade
Reboot...
Debugging

Logout

Save

Figure 3-9 System log Setting GUI

Step 2 After configure, please click “Save” to finish.

~End

Cancel
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3.6.9 Firmware upgrade

Step 1 Please click “Administrator>firmware upgrade” to open upgrade firmware tab.

Status
Basic Network
Advanced Network
Firewall
VPN Tunnel
Adnunistration
Identification
Tirme
Admin Access
Scheduler Reboot
SHMP
M2M Sethngs

Configuration

Logmng
Upgrade
Reboot...

Debugging

Logout

Upgrade Firmware

Select the file to use:
@ﬁgf#_ FE T EEF Upgrade

¥ After flashing, erase all da@ in NVRAM memory

Currant Verzion, FEouter—4.2 2 3-180329-114544
Free Hemory! 53.52 MB  (aprox. size that can be buffered comoletely in RAM)

Figure 3-10 Firmware Upgrade GUI

When upgrading, please don’t cut off the power.

3.6.10 System Reboot

Step 1 Please click “Administrator>Reboot” to restart the router. System will popup dialog to remind
“Yes” or “NO” before the next step.

Step 2 If choose “yes”, the system will restart, all relevant update configuration will be effective after

reboot.

-—-End
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3.7 Debugging Setting

3.7.1 Logs Setting

Step 1 Please click “Debugging>Logs” to check and modify relevant parameter.

Status Logs
Advanced Netwaork
Firewall

VPH Tunnel
Administration

Viow

Debugging » Logging Configuration

Logs
Ping

Trace Route

Logout

Download Log File

Find

Figure 3-11 Logs GUI

Step 2 After configure, please click “Save” to finish.

—End

3.7.2 Ping Setting

Step 1 Please click “Debugging>Logs” to check and modify relevant parameter.

Status Ping
Basic Network
Addvanced Network 1P Address
Firewall )
Ping Count

VPN Tunnel
Administration PRCkeL Bz
Dabugging

Logs

Ping Saq  Address

Trace Route

Logout

baidu.com Ping
14
56 (bytes)
B Bytes

Figure 3-12 Ping GUI

Step 2 After configure, please click “Save” to finish.

~End

KT (as)

4/~ (ms)
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3.7.3 Trace Setting

Step 1 Please click “Debugging>Trace” to check and modify relevant parameter.

Trace Route
1P Address Trace
Maximum Hops 20
Maximum Wait Time 3 {saconds per hop)
Hop Address win (mx) maxr (mx) ave (mx) /- (ux)

Step 2 After configure, please click “Save” to finish.

-—End

3.8 “RST” Button for Restore Factory Setting

If you couldn’t enter web interface for other reasons, you can also use this way. For R100 Series,
“RST” button is on the left or Ethernet port, for R100 Series, the button is on the left of NET light.
This button can be used when the router is in use or when the router is turned on. Press the “RST”
button and keep more than 8 seconds till the NET light stopping blink. The system will be restored to
factory.

Table 3-5 System Default Instruction

Parameter Default setting
LAN IP 192.168.1.1
LAN Subnet Mask 255.255.255.0
DHCP server Enable
User Name admin
Password admin

After reboot, the previous configuration would be deleted and restore to factory settings.
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3.9 Appendix (GPS&OpenVPN

3.9.1 GPS Setting

only)

Step 1 Please click “Advanced Network> GPS” to view or modify the relevant parameter.

Status GPS
Hasic Network
Advanued Network GPS Mode Client  *
ot Fermaiig Data Format MZM_FMT ¥
Port Redirecting
M2 Server 1P/Port 192.168.1.2 : 40002
Trnggered
Sesial App., Heart-Beat Content
GPS Heart-Beat Interval 5 (seconds)
UPNP{NAT-PMP
Bandwidth Limiter
VRRP
Stabic DHOP
Firewall
VPN Tunnel
Administration
Debugging
Logout
Save
Figure 3-14 GPS Setting GUI
Table 3-6 “GPS” Instruction
parameter Instruction
GPS Mode Enable/Disable
GPS Format NMEA and M2M_FMT(WLINK)

Server IP/Port

GPS server IP and port

Heart-Beat If choose M2M_FMT format, heart-beat ID will be packed
into GPS data.
Interval GPS data transmit as the interval time.

Step 2 Please click “save” to finish

M2M_FMT Format as below.

1. GPS data structure.
Router ID, gps_date, gps_time,

gps_use, gps_latitude, gps_NS, gps_longitude, gps_EW,

gps_speed, gps_degrees, gps_FS, gps_HDOP, gps_MSL

2. Example
0001_R081850ac,150904,0432
7.5

15.0,06,2234.248130,N,11356.626179,E,0.0,91.5,1,1.2,9

Cancel
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3. GPS data description

Field Name Format Example Description
No.
1 Router 1D String 0001 RO81850 | 0001  customizable product
ac ID.
router indicator.
081850ac Last 8digits of
routers MAC address.
2 gps_date yymmdd 150904 Date in year,month,day
3 gps_time hhmmss.ss | 043215.0 UTC Time, Time of position fix.
S
4 gps_use numeric 06 Satellites Used, Range 0 to 12.
5 gps_latitude ddmm.mm | 2234.248130 Latitude, Degrees + minutes.
mm
6 gps_NS character | N N/S Indicator,N=north or
S=south.
7 gps_longitude | ddmm.mm | 11356.626179 Longitude, Degrees + minutes.
mm
8 gps EW character E E/W indicator, E=east or
W=west.
9 gps_speed numeric 0.0 Speed over ground, units is
km/h.
10 gps_degrees numeric 91.5 Course over ground, unit is
degree.
11 gps_FS digit 1 Position Fix Status Indicator,
12 gps_HDOP numeric 1.2 HDOP, Horizontal Dilution of
Precision
13 gps_MSL numeric 97.5 MSL Altitude, units is meter.
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3.9.2 OpenVPN Demo (TAP Mode)

1) Network topology

Public IP
11311 228 44
PC1 Celul PC2
LAN: 192.168.49 - Eolder Internet goisy LAN: 192 168.21 -
D 152.168.2.100 192.168.2.48 D
i,z:e.z;i Router S S S S — €821 '1"2 lﬁl‘z:?
. 182.168.2.49 ; 2
st OpenVPN Tunnel Earuse
2) OpenVPN Server Config Demo
Status OpenVPN Server Configuration
Basic Network v
WLAN >y
Advanced Keys
Advanced Network
Firewall 7
VPH Tunnel
Interface Ty TUN *
GRE i
OpenVPN Server Protocol uop ¥
OpenVPN Cient Port 1194
VPN Clent Firewall Automatic ¥
Administration
Authorization Mode TLS v
Debugging
Extra HMAC
: Disabled v
Logout authorization (tis-auth)
VPN subnet/netmask 10.8.0.0 255.255.255.0
Start Now
Save Cancel
status OpenVPN Server Configuration
Basic Network
WLAN .
Advanced Network
s . Poll Interval ] (in minutes, 0 to disable)
VPN Tunnel
Push LAN to dients <
GRE
Server Direct dients to
L redirect Internet traffic
OpenVPN Client
VPN Client Respou 1o NS
Administration Encryption cipher Use Default v
Debugging Compression Adaptive ¥
Logonk TLS Renegotiation Time -1 (in seconds, -1 for default)
Manage Client-Specific !
Options
Allow User/Pass Auth =
Custom Configuration
Start Now
Save Cancel
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Status
Basic Network
WLAN
Advanced Network
Firewall
VPN Tunnel
GRE
OpenVPN Server
OpenVPN Chent
VPN Chent
Administration
Debugging

Logout

Status

Basic Network
WLAN

Advanced Network

Firewall

GRE

OpenVPN Client

PPTR/LZTP Clent

P
Administration

Debugging

Logout

Certificate Authority

Server Certificate

Diffie Hellman
parameters

3) OpenVPN Client Config Demo

Server 2

Advanced

OpenVPN Server Configuration

Status

For help generating keys, refer to the OpenVPN HOWTO.

FAY VRGO | T ROVA TG L0 XY U U T IO GV E PICHW ERMGIDT | SOy
HO4EFg QUK 184dizrp+ZC7 mOBL/uQFIRWaOiowocYGA 1 UdIwSBCBu4 AU Bdarp
+ZC7mOBL/ uQFORWqOjihoZekgZQwoZEXCZAJBQNVBA Y TAKNOMQswCQ YDVQQIEWIH
‘RDELMAKGA1UEBxMCU 1oxDTALBGNVB A TBFRRFULQxFDASBENVBASTC2OWZWS2c650

ZXNOMRAWDE YDVQODEWAURVNLIENBMRAWDE YDV QQpEWdFYXNSUINBMRBWHQ YIKoZ1

hvcAQKBFRBOZXNOQGV4 YW1 wbGUy Y29tggkadSe3cvl 9g0 YwDA YDVRO TBAUWAWEB
JzANBakahkiGOWOBAQSEAAQCAOEAShzADdRKThoBuzryoX2yZ6X YI3h W00 0 W]
F73I5snDzUKUghSsfP UW4W 3L TdBwLIQQkpihj30hAyGd gfQP7RI2I0NKIEMKr
q3R530+MXgiSeNBiytQICPDIOKSCygohFaaOoeD-+ceSNUEATUFMIAQYIUDRES

—BEGIN DH PARAMETERS—

MIIBCAKCAQEABFSIVPAOMKWE+GShyF1 ThN4NMNM/ IOk Yog+dShESp+Y7H Yo+tn1
whNr8dkiZRBkKh pKVVz2sRp SXESoX Idscto61fmBIZpLMvIsOQEDEVRS3nkW wV
ofgaknbhkZb/Womb 1 InwBxeBozl ARVIUGINSAQAQpkZecaW/LVA+3Yhe4 g0 SpHzsd
VkgHHCZ TIBNjaoore7KS0c2/GuhLIr+tHIP1 qq0AThBeRGI+paVidc2vQmkvhSTA
+b/wEWO4 1NMBOBDvIBI5 Tsd VadBk2QoBCINT+oXBXtOvmSy T/ UG UBLXFFSUI0STY
WOTugcABXoROkab1p7awbITopHIL1gP [ogwlBAg==

—END DH PARAMETERS—

DCBKTELMAKGA 1 UEBhMCQO4xCzAIBgNVBAGTAKIEMQswWCQ YDV QQHEW] TWIENMASG
AlUEChMEVEV TVDEUMBIGAT UECKMLB3BbnZwbnRIc3QxEDAOBNVBAMTBIRFU1Gg
QOEXEDAOBGNVBCKTBOVhe3ISUDEXHz AdBokghkiGIwWOBCOEWEHRICIRAZXhhbXBs
Z551b22CCQDNI7dy/ X2ASA TBgNYHSUEDD AKBgorBgEFBQ DA TAL Bgh VHQBEBAMC
BaAwEQYDVRORBAoWCTIGE2 VydmVyMADGCSqGSTh3DQERCWUAASIBAQADMOgDVEIT
u2rt+SXR63BA QM osLWUDT/10xb YEHIED3/ CSbHIHX2nKrOACB25 1L fhMsCN
v4ICB8aN+A4HUSTIBSth B SF2NEIMBA M Z +A +uaxsp4 YwD T eeOvfne 1dKin0Ld
GF5idBCH7tGShmg4rHbLWgLC2roemV QranXAu2b98.2/Zj3/h+gpBLIBLRIZNOY
45152ZE0W 20+ ZwWAE0d 25K OVRZMID OSSN XBG 1 s8efLdONIZUCO4EMKyD3
VAFBRPYULYILVV L WHUSUISE UURLIGUL LT TIUSDRT ICYAPT XU DMASSULLIRME LFIA 191
Dis5YLo2 Y1 0xNGnoklwGtoN7aMhRCdKrACaisd1 t5KrgP 3plywd gulhXIAMK1 59¢

el bhnv/NewKBgODIe/Sua+3kN YBu4X3D0SNLBwWVDFdbhHIZbvb +HOBNFOI Yag
KI+5ula22)7 0haVEVLX3S YiSyOp3UKS/f1gP 1L 7ZPCrkkgFLI b GXMEKQCRS +2
S4iYUdyrSSciwWaWcPRoL Y Oy2MaBecDp OSBgFREINCZM 3/ VxoW+NgZ TGQKBgBxp
GOZ3G/dSRx47yVbzDEHUI 05y vEigZNgBbOHLYVOBWbM TBNEEAGUMSThKSwNLIX/ Wi
ESfoM/j1A7Ek3k1 Ap6phiz/LWSTDLLAZIr40HV/ e YgullashaPWsh YhrioxGIZbiwG
Ev/IP4uLSZeazMeqm?ZnDVg/OIPUG 2IAD gG+/ibAoGAZwW +V]SEpwBwWnO583r8

OpenVPN Client
Start with WAN W
Interface Type TUN ¥
Protocol upp: v
Server Address/Port 211.165.59.162 1184
Firewall Automatic ¥
Authorization Mode TLS hd
Password |
Authentication
HMAC authorization Disabled b

W

Save Cancel
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Status
Basic Betwork
WLAN
Advanced Network
Firewall
VPN Tunnel
GRE
OpenVPN Client
PPTP/L2TP Clent
IPSec
Administration
Debugging

Logout

Status
Basic Network
WLAN
Advanced Network
Hrewall
VPN Tunnel
GRE
OpenVPN Chent
PPTP/L2TP Cient
PSec
Administration
Debugging

Logout

OpenVPN Client

Clent 1

Basic

Poll Interval
Redirect Internet
traffic

Accept DNS
configuration
Encryption cipher

Compression

TLS Renegotiation Time

Connection retry

Verify server certificate
(tls-remote)

Custem Configuration

Start Now

OpenVPN Client

Advanced Keys
0 (in minutes, 0 to disable)
[
Disabled ¥
Use Default v
Adaptive ¥
-1 (in seconds, -1 for default)
30 (in seconds; -1 for infinite)

Save

Advanced

For help generating keys, refer to the OpenVPN HOWTO.

Certificate Authority

Client Certificate

Client Key

Start Now

4qR3gqUbLaYCPDLROBWEXMIEN /01 20DRU 31X+ 36 LSZUMYyea NDRETWOE6anXW +T
Yovglhxgw+8Ely73Eeqipd 2E5SL7Q1kEVIK1L2802Z Y YcO59b155KPgtAoGBAKwWr
RzplwF2jvy 1isgVEW1A4VKII67s TRVOLILXGL/vY Y7 CihiKpalZ8d0ZSIMBHI76
qCcSR43AGKBEW/ +0aNfP7mMHFSgkGPe01Vy34Ncu-+B1F89arWWBMIZSBWignWAKDE
e1wAEHzWXFntb9225]RZZ7 AHNCAzc4 044 YrepHAOGAA 1 510jfreNakv Ts8o1dZ
EQKAKW3QbRIIWaMOjSho65EQRAUVOGCVKrSg39mY 1tR+HZzNacez0tnKfiuHa G
HhnX3fNeBREQRueSP+vQCIUdc9BucrwgSaURZbOCOaYV gE4fHVPIgcq2 7INGrZvR
UHpogl1 CBODYy4qisL/ 11 7RxI=

—END PRIVATE KEY-—

C5qGSID3DQEIARYQdGVZaEBRGHFICLGXLMAVD Y UAUERSLYTY DMMBMGATUDI QUM
MAGGCCSGAQUFBWMCMASGA1UdDwWQEAWIHODASBONVHREECZA)agdibGIbnQxMADG
CSgGSIb3DQEBCWUAA4IBAQBIsB TBYPSEd2uwvilyrnsCEELBES]SSUGDdVIR20RN
ZK6T9talVaWCohhkgxeSyNiyX7Dal2oyggrgpxUT5FzE3LynbcCsc37ovWyhclre
KCcbIWkYFgDpzxVrhobbup+R3L8TIbSCLirwKES3/g+uAaWatVyregzPsYCr3)/3
hg8oN2gdcl2UhGwk+006ip23bLNRwWINGLYUQOKZ maFg YLXd TuDVV72gnpdWsSnX
4umRHPGW TIM2fnVEMNs45rDGELQBbLD YDMeWGAQD/ M62B+a19VmauskremaDRZ!
8NgjdyvOvOn7 WRENWI/ZhIRFBmWhUSalin3ai+sziX/

—END CERTIFICATE-—

QKIWarPufRCMIgVILzbalo2 +69cx3rq1PMp YpHEZUXUWOX4Xh3e7137b7ppvG TMg
bHIpFgrabvgzod- Yh/9WGwWYRNUDyeSBS6skoshDO3286nUNYO+peNNuuySwHTK
Wiudfct+L+DEf3 TEKFTBiSgNK7BOQOCE9SLA oM7mPNGMhejA4kx1BZTUI/Pu
yIyWpCouTP YcGvxYQIOP14C7Gxyb Qwie6cH YOBmcvl MCAWEAASOB+TCBSjAdBaNV
HQ4EFgQUN18dzrp+ZC7mOBL/UQFIRWqOjawac YGA1 UdIwSBviCBu4AUh 18dizrp
+ZC7mO8L/uQFORWaOjihgZekaZQwaZEXCZAIBgNVBAY TAKNOMQswCQ YDVQQIEWIH
RDELMAKGAIUEBxMCU10xDTALBgNVBAo TBFRFU1OxFDASBgNVBASTC2OWZWS52cG50
XNOMRAWDg YDVQQDEWdURVNUIENBMRAWDgYDVQQpEWdFYXNSUINBMREWHQ YIK0ZT
hvcNAQKBFhBOZXNOQGV4A YW1wbGUUY29tggkA4Se3cv19g0YWDAYDVROTBAUWAWEB

Cancel
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